CSCIl 250 COMPUTER NETWORKS « COMPLETE TECHNICAL REFERENCE

OSI Complete 7-Layer Architectural & Protocol
Reference Guide

Comprehensive academic analysis of Layers 1 through 7: physical signaling, framing & trailers, IP routing &
CIDR, transport state machines, session checkpoints, presentation syntax & TLS 1.3, and application
protocols.

1. Layered Architecture & Protocol Data Units (PDUSs)

Modern network communication organizes protocols into discrete hierarchical abstraction layers. As application
data travels down the stack at the sending host, each layer wraps the payload with layer-specific control
headers (and trailers), creating a distinct Protocol Data Unit (PDU).
e SDU (Service Data Unit): The pure payload delivered from an upper layer before encapsulation.
e PDU (Protocol Data Unit): The encapsulated block ( PDU = Header + SDU + Trailer).
e 7-Layer Mnemonics:

o Top-to-Bottom (7 — 1): "All People Seem To Need Data Processing”

o Bottom-to-Top (1 — 7): "Please Do Not Throw Sausage Pizza Away"

o PDU Mnemonic (7 - 1): "Don’t Spill Peanut Flavor Bits" — Data (L7-5), Segments (L4), Packets (L3),
Frames (L2), Bits (L1).
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1.1 Anatomy of a Physical On-Wire Ethernet Il Frame
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When transmitted across physical media (copper, fiber, or air), the encapsulated data forms a contiguous,
linear byte buffer. The diagram below illustrates the exact structural layout of a complete on-wire frame carrying

an HTTPS web request:

| Preamble/SFD | Ethernet Header
| 8 Bytes (L1) | 14 Bytes (L2)

Wire Octet -8 Byte 0

| IPv4 Header
| 20 Bytes (L3)

-

Key Wire Invariants & System Constraints:

| TCP Header
| 20 Bytes (L4)

| TLS 1.3 Rec.
| 5 Bytes (L6)

e Trailer Exclusivity: Only Layer 2 uses an FCS trailer. Hardware MAC chips compute the 32-bit CRC in
silicon as octets stream across the PHY. Corrupt frames are discarded immediately in hardware before

consuming host CPU.

¢ Minimum Frame Size Constraint: IEEE 802.3 CSMA/CD requires a minimum frame length of 64 bytes
(excluding Preamble and IPG). If upper layer payload is smaller than 46 bytes (such as a 28-byte ARP
packet), the transmitting NIC must inject zero padding.

e Maximum Transmission Unit (MTU): Standard Ethernet caps the payload at 1500 bytes. Segments
exceeding the MTU require fragmentation or TCP MSS negotiation.



2. Layer 1: Physical Layer Architecture

Layer 1 coordinates the transmission of unstructured raw binary bitstreams across physical transmission media
via electrical voltages, optical pulses, or radio frequencies.

Media Types: Twisted-pair copper (Cat5e/6/6a UTP/STP), Fiber optic (Single-mode for long-haul lasers,
Multimode for local LEDs/VCSELS), Wireless radio waves (2.4 GHz, 5 GHz, 6 GHz).

Line Encoding: Converts binary 1s and 0Os into media transitions (e.g. Manchester encoding for 10BASE-T,
PAM-4 pulse amplitude modulation for 10Gbps Ethernet).

Cabling Standards: TIA/EIA-568A and TIA/EIA-568B pinout configurations for RJ-45 connectors. Straight-

through cables connect dissimilar devices (PC to Switch); Crossover cables connect similar devices (Switch

to Switch). Modern switches support Auto-MDIX to eliminate crossover cable requirements.

Physical Topologies:

o Star: Central switch/hub. Most scalable; single cable failure affects only one host. Switch is single point
of failure.

o Mesh: Interconnected redundant paths. Highest fault tolerance; expensive cabling.

o Bus: Single backbone terminated with resistors. A single break halts the whole segment.

o Ring: Sequential token-passing loop. Single break halts communication unless dual-ring (FDDI).



3. Layer 2: Data Link Layer & Ethernet Il Framing

Layer 2 manages local hop-to-hop communication within a single broadcast domain or subnet. It packages
network packets into frames, governs media access (CSMA/CD on shared copper, CSMA/CA on Wi-Fi), and
validates transmission integrity.

MAC Hardware Addressing (48 Bits / 6 Bytes)

Every NIC possesses a burned-in MAC address formatted as six pairs of hexadecimal digits (e.g.,

00:1A:2B:3C:4D:5E):

e OUI (Organizationally Unique Identifier): First 24 bits (3 octets) assigned by the IEEE to identify the

hardware vendor.

e Device ID | Extension Identifier: Last 24 bits assigned uniquely by the vendor to the NIC.
e Address Scopes: Unicast (individual NIC), Multicast (starts with @1:00:5E for IPv4), Broadcast

(FF:FF:FF:FF:FF:FF).

Ethernet Il Frame Specification (with FCS Trailer)

Field Name

Preamble

Start of Frame Delimiter

(SFD)

Destination MAC

Source MAC

EtherType

Payload (L3 SDU)

Frame Check Sequence

(FCS Trailer)

Length

7 Bytes (56
bits)

1 Byte (8
bits)

6 Bytes (48
bits)

6 Bytes (48
bits)

2 Bytes (16
bits)

46 to 1500
Bytes

4 Bytes (32
bits)

Offset

Bytes -8 to
-2

Byte -1

Bytes0to 5

Bytes 6 to 11

Bytes 12 to
13

Bytes 14 to
1513

Trailing 4B

Purpose & Description

Alternating 10101010 pattern for receiver clock
synchronization.

Binary 10101011 ; signals the immediate start of
destination MAC.

Physical address of destination interface on local link.

Physical address of sender interface. Inspected by switches
to populate CAM table.

Identifies encapsulated L3 protocol: @x@0800@ (IPv4),
0x86DD (IPv6), 0x0806 (ARP).

Encapsulated IP packet. Minimum 46 bytes (padded to
ensure 64-byte minimum frame size).

32-bit Cyclic Redundancy Check (CRC-32) calculated
across the entire frame.

% Architectural Principle: Why Only Layer 2 Has a Physical Trailer

As bits stream serially out of a transmitting NIC, dedicated hardware shift-registers compute the CRC-32
polynomial continuously on the fly across the payload. Placing the FCS at the tail allows the receiving NIC
to evaluate the CRC simultaneously as the last bit arrives over the wire. If a bit error occurred, the NIC
hardware drops the corrupted frame immediately before spending CPU cycles or allocating host operating
system RAM.



MTU, VLAN Tagging, and Jumbo Frames

Standard MTU: 1500 bytes (standard Ethernet frame: 64 to 1518 bytes).

VLAN Tagging (IEEE 802.1Q): Inserts a 4-byte VLAN tag between Source MAC and EtherType, increasing
maximum frame size to 1522 bytes.

Jumbo Frames: Supported by enterprise data centers and SANSs; allows MTUs up to 9,198 bytes to reduce
CPU packet-processing overhead.

Address Resolution Protocol (ARP - RFC 826)

Bridges Layer 2 and Layer 3 by resolving known IPv4 addresses to physical MAC addresses.

ARP Request: Sent as a broadcast ( FF:FF:FF:FF:FF:FF ) asking "Who owns IP X.X.X.X? Tell my MAC."
ARP Reply: Returned as a unicast directly to the requester containing the target's MAC address.

ARP Table: Contains Dynamic entries (learned automatically via broadcasts, expired via aging timers) and
Static entries (manually pinned with arp -s).

Security Concerns: Duplicate MAC addresses cause switch CAM table fluttering; ARP spoofing redirects
traffic to an attacker by sending unsolicited ARP replies.



4. Layer 3: Network Layer, IP Addressing & Routing Architecture

Layer 3 provides logical host addressing and determines optimal end-to-end paths across interconnected
networks (internetworking).

IPv4 Header (RFC 791) — 20 to 60 Bytes

Field Bits = Description

Version 4 Always 0100 (4).

IHL 4 Internet Header Length in 32-bit words (minimum 5 words = 20 bytes).

DSCP /ECN 6/2 Differentiated Services (QoS priority) and Explicit Congestion Notification.

Total Length 16 Total packet size (header + data) in bytes (up to 65,535 bytes).

Identification 16 Unique ID assigned to reassemble fragmented IP packets at the destination.
Flags 3 Bit 0: Reserved (0), Bit 1: DF (Don't Fragment), Bit 2: MF (More Fragments).
Fragment Offset 13 Offset of fragment relative to beginning of original datagram (in 8-byte units).
Time to Live (TTL) 8 Hop limit decremented by 1 at every router hop. Prevents endless routing loops.
Protocol 8 Encapsulated L4 protocol: 1 (ICMP), 6 (TCP), 17 (UDP), 89 (OSPF).

Header Checksum = 16 1's complement sum covering header only. Recalculated at every router hop as TTL decrements.
Source IP 32 Originating host IPv4 address.

Destination IP 32 Target host IPv4 address.

IPv6 Header (RFC 8200) — Fixed 40 Bytes

Streamlined base header with fixed 40-byte length. Eliminates router fragmentation (handled by source) and
eliminates the header checksum to accelerate hardware forwarding.

¢ Key Fields: Version (4b), Traffic Class (8b), Flow Label (20b, identifies real-time streaming flows), Payload
Length (16b), Next Header (8b, points to L4 protocol or chained Extension Header), Hop Limit (8b, replaces
TTL), Source IPv6 (128b), Destination IPv6 (128b).

e Neighbor Discovery Protocol (NDP): Replaces ARP and ICMP broadcast functions in IPv6 using
multicast ICMPv6 messages (Router Solicitation/Advertisement, Neighbor Solicitation/Advertisement).



IPv4 Address Classes & Special Scopes

Class | Scope Address Range Default CIDR Purpose & Characteristic

Class A 1.0.0.0 — 126.255.255.255 /8 (255.0.0.0) 126 networks, 16.7M hosts/network.
Class B 128.0.0.0 — 191.255.255.255 /16 (255.255.0.0) 16,384 networks, 65,534 hosts/network.
Class C 192.0.0.0 — 223.255.255.255 24 2.09M networks, 254 hosts/network.

(255.255.255.0)

Multicast traffic (delivering packets to

Class D 224.0.0.0 — 239.255.255.255 N/A )
subscribed groups).

Class E 240.0.0.0 — 254.255.255.255 N/A Experimental / Research.

Loopback 127.0.0.1 — 127.255.255.254 /8 Internal host self-reference.

APIPA 169.254.0.1 — 169.254.255.254 /16 Self-assigned when DHCP server is
unreachable.

RFC 1918 10.0.0.0/8, 172.16.0.0/12, Various Non-routable on public Internet; requires

Private 192.168.0.0/16 NAT/PAT.

Routing Protocols & Router Roles (Chapter 4)
¢ Router Roles:
o Core/ Interior Routers: Direct traffic within the interior of an Autonomous System (AS).
o Edge / Border Routers: Positioned at AS perimeter to interface with external networks.
o Exterior Routers: Direct traffic between separate Autonomous Systems across the Internet.
e Multilayer Switching (Layer 3 Switches): Routes packets via hardware ASICs at wire speed, offering
greater throughput and lower latency than traditional software routers on campus LANS.
e Routing Protocols:
o RIP | RIPv2 (IGP): Distance-vector; uses hop count metric (max 15 hops; 16 = unreachable). Periodic
30s broadcast updates.

o OSPF (IGP): Link-state; uses Dijkstra's Shortest Path First (SPF) algorithm, areas, and bandwidth cost
metric. Fast convergence, no hop limit.

o IS-IS (IGP): Link-state; preferred by core ISPs for massive scalability and native IPv6 support.

o EIGRP (IGP): Advanced distance-vector / hybrid; uses DUAL algorithm and composite metric
(bandwidth + delay).

o BGP (EGP): Path-vector; the "Protocol of the Internet", connecting Autonomous Systems using policies
and AS-Path attributes.

« Administrative Distance (AD): Protocol trustworthiness rating (lower wins): Connected (0), Static (1),
eBGP (20), EIGRP (90), OSPF (110), RIP (120).



5. Layer 4: Transport Layer, TCP vs. UDP & Sockets

Layer 4 enables end-to-end process-to-process communication between applications using port addressing. A

S

ocket represents an endpoint process: [IP Address] : [Port Number] .

IANA Port Number Ranges

T

T

Well-Known Ports (0-1023): Assigned to core server processes (e.g., 20/21 FTP, 22 SSH, 23 Telnet, 25
SMTP, 53 DNS, 80 HTTP, 110 POP3, 443 HTTPS, 3389 RDP).

Registered Ports (1024-49151): Registered for commercial applications (e.g., 1433 MSSQL, 3306
MySQL).

Dynamic / Private | Ephemeral Ports (49152-65535): Assigned dynamically by client OSs for outbound
sessions.

CP vs. UDP Deep Comparison
Feature TCP (Transmission Control Protocol) UDP (User Datagram Protocol)

. . . ) Connectionless (Fire-and-forget, no
Connection State Connection-oriented (Requires 3-way Handshake)

handshake)
- ) . Best-effort (No loss detection or
Reliability Guaranteed delivery (Retransmits lost segments) -
retransmission)
Ordering Strictly ordered via 32-bit Sequence Numbers Packets may arrive out-of-order
Header Size 20 to 60 Bytes Fixed 8 Bytes
Checksum Mandatory (IPv4 & IPv6) Optional in IPv4, Mandatory in IPv6
Flow & Congestion Sliding Windows, Slow Start, Congestion ) o
. None (Transmits at application rate)
Control Avoidance

Web (HTTP/S), Email (SMTP), File Transfer (FTP), = DNS queries, DHCP, VoIP, Live Video,

Pri Use C
rimary Use Cases SSH Gaming

CP Segment Header Fields (20 to 60 Bytes)

Source & Destination Ports (16b each): Identifies sending and receiving processes.

Sequence Number (32b): Tracks byte stream position. Initial ISN randomized during handshake.
Acknowledgment Number (32b): Next expected byte sequence number from peer when ACK flag is set.
Data Offset (4b): Header length in 32-bit words (5 words = 20 bytes).

9 Control Flags (9b): SYN (initiate connection), ACK (acknowledgment valid), FIN (graceful close), RST
(reset connection), PSH (push data immediately to app), URG (urgent pointer valid), ECE / CWR
(congestion notifications), NS (nonce sum).

Window Size (16b): Flow control; number of bytes receiver can buffer without acknowledgment.
Checksum (16b): Verifies pseudo-header (IPs, protocol), TCP header, and payload.



TCP 3-Way Handshake & Graceful Teardown

Client (192.168.1.105:52144) Server
CLOSED

[SYN] Seq=1000, Ack=0

[SYN, ACK] Seq=5000, Ack=1001

[FIN, ACK] Seq=1025, Ack=5001
[ACK] Seq=5001, Ack=1026

[FIN, ACK] Seq=5001, Ack=1026

[ACK] Seq=1026, Ack=5002
(TIME-WAIT: 2MSL)

|
(CLOSED)

(93.184.216.34:80)
LISTEN

(SYN-RCVD)

(ESTABLISHED)

(CLOSE-WAIT)

(LAST-ACK)

(CLOSED)




6. Layer 5: Session Layer Architecture

Layer 5 establishes, manages, synchronizes, and gracefully terminates dialogues (sessions) between
communicating applications on separate hosts. While modern TCP/IP implementations often embed session
semantics within application protocols or transport security, the OSI model formally isolates session state
management from transport delivery.

Dialogue Control & Directionality

The session layer coordinates which endpoint is permitted to transmit at any given time:

e Simplex: Unidirectional data flow. One station transmits exclusively while the receiving station consumes
data with no return channel (e.g., automated broadcast telemetry, radio sensor monitoring).

« Half-Duplex: Bidirectional transmission, but strictly alternating. Both endpoints can communicate, but only
one direction is active at any single moment. The session layer employs software tokens (e.g., Data Token)
to control turn-taking and prevent collisions (e.g., classic walkie-talkie communication, HTTP/1.1 request-
response alternation).

e Full-Duplex: Simultaneous bidirectional communication. Both endpoints send and receive concurrently
over independent channel paths without turn-taking (e.g., modern TCP sockets, WebSockets, VolIP calls).

Checkpoint Synchronization & Fault Recovery

In long-duration data exchanges (such as multi-gigabyte file transfers or distributed database transactions), the
session layer inserts synchronization points into the data stream:

e Major Synchronization Points: Atomically commit completed transaction phases. Explicit
acknowledgement from the receiving entity is required before transmission continues across a major
boundary.

¢ Minor Synchronization Points: Periodic interim checkpoints placed throughout a transfer. If a link
disconnects or an error occurs, communicating endpoints roll back and resume transmission from the last
verified minor checkpoint rather than restarting the entire transfer from byte zero.

Modern Implementation Note: Layer 5 in the TCP/IP Stack

In the Internet Protocol Suite, Layer 5 functionality is folded into application-layer frameworks and security

protocols:

e RPC (Remote Procedure Call, RFC 1831): Manages client-server session state, parameter
marshalling, and unique transaction XIDs.

e SOCKSS5 (RFC 1928): Provides generic session-level authentication, proxy negotiation, and UDP/TCP
circuit relaying.

e TLS 1.3 Session Resumption: Session Tickets and Pre-Shared Key (PSK) handshakes permit clients
to resume previous sessions with 0-RTT latency without full re-authentication.

e SIP (Session Initiation Protocol, RFC 3261): Establishes, modifies, and terminates multimedia
sessions (VolIP, video conferencing).




7. Layer 6: Presentation Layer Architecture

Layer 6 ensures that data transmitted from the application layer of one host can be parsed, interpreted, and
understood by the application layer of another host across heterogeneous computer architectures, operating
systems, and character sets.

Abstract Syntax vs. Transfer Syntax

Layer 6 decouples the internal representation of data structures from their wire format:
e Abstract Syntax: The conceptual, platform-independent description of data structures (e.g., ASN.1
schemas, Protocol Buffer .proto definitions, or internal programming language object graphs).

e Transfer Syntax: The standardized, canonical byte-level encoding negotiated for physical transmission on
the wire (e.g., ASN.1 BER/DER, Protobuf varint binary wire format, or Canonical XDR).

Endianness & Network Byte Order

Heterogeneous CPU architectures store multibyte integer values with differing byte significance. To prevent
misinterpretation of binary packet headers, standard network protocols enforce a canonical ordering:

e Big-Endian (Network Byte Order): The Most Significant Byte (MSB) is placed at the lowest memory
address and transmitted first over the wire (standardized by RFC 1700 for all IP, TCP, and UDP headers).

o Little-Endian (Host Byte Order): The Least Significant Byte (LSB) is stored at the lowest memory address
(standard in x86_64 and ARM processors).

e POSIX Standard Conversion Routines: htons() (Hostto Network Short, 16-bit), htonl() (Hostto
Network Long, 32-bit), ntohs() (Network to Host Short), ntohl() (Network to Host Long).

Data Serialization & Encoding Comparison

. - - Schema .
Format Encoding Type Wire Efficiency . Primary Use Cases
Requirement
ISON Textual (UTF-8) Mgderate (verbose Optional (JSON Publ_ic REST APIs.;, Wet.)
string keys) Schema) applications, configuration

ASN.1 (DER) Binary (Type- High (deterministic, Strict (ASN.1 X.509 Digital Certificates, TLS

’ Length-Value) compact) Definition) Handshake, Cryptography
Protocol Binary (Varints & Very High (minimal Strict (Compiled gRPC microservices, internal high-
Buffers Field Tags) payload) .proto) throughput RPCs
XDR (RFC Bihary (4-Byte it (b)) Strict.(.RF(.Z NFS (Network File System), Sun
4506) Aligned) Specification) RPC

Cryptographic Presentation (TLS 1.3 Record Layer)

In modern secure architectures, encryption and data transformation are handled by the TLS 1.3 Record Layer
(RFC 8446). Application plaintext is encapsulated into TLS records, encrypted via Authenticated Encryption
with Associated Data (AEAD) ciphers (such as AES-256-GCM or ChaCha20-Poly1305), and tagged with a 16-
byte authentication tag ensuring confidentiality, authenticity, and tamper detection.



8. Layer 7: Application Layer Protocols

Layer 7 interfaces directly with end-user software applications and human operators, exposing standardized
protocols for web navigation, hierarchical domain resolution, automatic dynamic network configuration, remote
administration, and electronic mail.

Web Protocol Evolution Matrix

Feature /
. . HTTP/1.1 (RFC 2616) HTTP/2 (RFC 7540) HTTPI/3 (RFC 9114)
Dimension
Transport Layer TCP TCP QUIC (UDP-based)
Framing Plaintext textual (CRLF Binary framing (Frames & Bi UG
Architecture delimited) Streams) inary Q reams
. . No (Pipelining causes Head-of- Multiplexed streams over 1 Fully independent multiplexed
Multiplexing . . .
Line blocking) TCP connection streams
Head-of-Line o ) TCP packet loss stalls all Zero Head-of-Line blocking
. Application-level blocking .
Blocking streams (Stream-isolated)
Header None (verbose repeated HPACK (static & dynamic QPACK (out-of-order stream
Compression headers) table) safe)
Connection 0-1 RTT Unified QUIC + TLS
1RTTTCP + 1-2 RTT TLS 1RTTTCP+1RTTTLS 1.3
Handshake 1.3

Hierarchical DNS Resolution Architecture

The Domain Name System (DNS, RFC 1035) is a globally distributed, hierarchical database operating over
UDP/TCP Port 53. Resolution proceeds through three primary tiers:

e 1. Root Nameserver Tier: 13 logical root server IP addresses (named a.root-servers.net through
m.root-servers.net ), coordinated by ICANN and distributed worldwide across hundreds of Anycast
nodes. Root servers direct queries to appropriate TLD servers.

e 2. Top-Level Domain (TLD) Tier: Authoritative servers for generic TLDs ( .com, .org, .net)and
country-code ccTLDs ( .us, .uk, .de).

e 3. Authoritative Nameserver Tier: The definitive nameservers configured by the domain owner holding
official zone resource records (A, AAAA, CNAME, MX, TXT, NS).

Recursive vs. Iterative Queries: In recursive resolution, the client delegates the full query task to a recursive
resolver (e.g., ISP resolver, 1.1.1.1, 8.8.8.8). The recursive resolver performs iterative queries, asking
Root —» TLD - Authoritative servers step-by-step until the final IP is returned.

DHCP DORA 4-Way Transaction

Dynamic Host Configuration Protocol (DHCP, RFC 2131) automates IP configuration using a four-step
transaction over UDP Port 67 (Server) and Port 68 (Client):

1. D — Discover (Broadcast): The unconfigured client broadcasts DHCPDISCOVER from ©0.0.0.0:68 to
255.255.255.255:67 seeking an active DHCP server.



2. 0 — Offer (Unicast /| Broadcast): A DHCP server reserves an available IP and replies with DHCPOFFER
containing the proposed IP address ( yiaddr ), subnet mask, lease duration, default gateway, and DNS
servers.

3. R — Request (Broadcast): The client broadcasts DHCPREQUEST formally requesting the offered lease.
Broadcasting notifies the chosen server of acceptance and signals all other DHCP servers to release their
reserved offers.

4. A — Acknowledge (Unicast | Broadcast): The server writes the lease to its active database and returns

DHCPACK , committing the configuration to the client.

Email Architecture: Store-and-Forward Push vs. Pull

e SMTP (Simple Mail Transfer Protocol, TCP 25/587): A push protocol used by Mail User Agents (MUAS) to
submit messages to an outgoing Mail Submission Agent (MSA) and by Mail Transfer Agents (MTAS) to relay
mail across the Internet to destination servers.

¢ IMAP (Internet Message Access Protocol, TCP 143/ 993 SSL): A pull protocol that keeps mail stored on
the remote mail server. Clients synchronize multiple folders, read status, and message flags dynamically
across devices.

e POP3 (Post Office Protocol v3, TCP 110 / 995 SSL): A legacy pull protocol that downloads messages to
a single local client and historically deletes them from the server.



9. Network Troubleshooting & Diagnostics Command Reference

oS
Command Layer Diagnostic Function
Platform
. Cross- Sends ICMP Echo Requests to verify IP connectivity, NIC binding,
ping <target> Layer 3 .
platform and round-trip latency.
. . . . Layer 2— Displays interface link states, hardware MAC addresses, IP bindings,
ifconfig / ip a Linux o
3 and packet statistics.
. . ) Layer 2— Full TCP/IP configuration, DHCP lease time, DNS servers, and link-
ipconfig /all Windows y 9
3 local IPv6 addresses.
Cross- Displays ARP cache table mapping destination IPv4 addresses to
arp -a Layer 2
platform local hardware MAC addresses.
route print / Cross- Laver 3 Displays the host routing table, default gateway ( 0.0.0.0 ), and
route platform Y next-hop interfaces.
netstat -tuln / Cross- Laver 4 Lists all active listening TCP and UDP sockets with bound port
Ss platform 4 numbers.
tracert / Cross- Laver 3 Traces hop-by-hop router path by transmitting packets with
traceroute platform y incrementing TTL values.
) Combines ping and tracert over 100+ seconds to isolate per-ho
pathping Windows Layer 3 Ping P P
packet loss and latency.
. Layers CLI packet analyzer that captures live frame headers, handshakes,
tcpdump Linux .
2-4 and payloads crossing a NIC.
Cross- HTTP/1.1 and HTTP/2 client diagnostic tool; inspects HTTP response
curl [-I] <url> Layer 7
platform status codes and headers.
. Cross- Connects to TLS endpoints; dumps certificate chains, negotiated
openssl s_client Layer 6 i i
platform cipher suites, and AEAD tags.
. Forces DHCP client lease renewal, displaying full DORA broadcast
dhclient -v Linux Layer 7 i playing
exchange on the terminal.
Cross- Establishes encrypted interactive remote shell over TCP port 22 with
ssh [-v] <host> Layer 7 .
platform key-exchange verification.

10. Complete 7-Layer Summary Checklist for CSCI 250 Examination

e ¢ Complete 7-Layer Sequence (7 - 1): Application (L7) - Presentation (L6) —» Session (L5) -
Transport (L4) — Network (L3) - Data Link (L2) - Physical (L1).

e ¢ PDU Taxonomy: Data / Messages (L7-5) — Segments/Datagrams (L4) — Packets (L3) - Frames (L2)
- Bits (L1).

o ¢ Trailer Exclusivity: Only Layer 2 uses an FCS trailer (CRC-32) because hardware NIC transceivers
calculate CRC on-the-fly as bits stream across the wire.



v/ Layer 5 Dialogue: Simplex (one-way), Half-Duplex (turn-taking with tokens), Full-Duplex (simultaneous
both ways). Major checkpoints commit; minor checkpoints recover.

v Layer 6 Presentation: Standardizes Network Byte Order (Big-Endian, MSB first) via

htons() / ntohl() , serializes schemas (ASN.1 DER, Protobuf), and encrypts payloads via TLS 1.3 AEAD
records.

v Layer 7 Evolution: HTTP/1.1 (ASCII text, pipeline HOL blocking) — HTTP/2 (binary frames, single TCP
stream multiplexing) -» HTTP/3 (QUIC over UDP, zero transport HOL blocking).

v’ DNS Hierarchy: Root Nameservers (13 clusters) — TLD Nameservers ( .com ) — Authoritative
Nameservers. lterative vs. recursive query models.

v/ DHCP DORA: Discover (Broadcast) — Offer (Unicast/Broadcast) — Request (Broadcast) —
Acknowledge (Unicast/Broadcast).

v Email Routing: SMTP (TCP 25/587) pushes mail between servers; IMAP (TCP 993) pulls and
synchronizes mailbox state across devices.

v Transport Differences: TCP is connection-oriented, reliable, sequenced, and heavier (20-60B header);
UDP is connectionless, lightweight (8B header), and fire-and-forget.

v’ Socket Composition: IP_Address : Port_Number (e.g. 192.168.1.100:443).

v/ APIPA Range: 169.254.0.0/16 automatically assigned when DHCP negotiation fails.

v Routing Classifications: Distance-Vector (RIP, max 15 hops) vs. Link-State (OSPF, Dijkstra SPF
algorithm, bandwidth metric) vs. Path-Vector (BGP, Autonomous Systems).



11. Formal Academic Bibliography & Standards Specifications

Primary Academic Textbooks & Curricula

e Kurose, J. F, & Ross, K. W. (2021). Computer Networking: A Top-Down Approach (8th ed.). Pearson.
Primary pedagogical authority for transport layer socket abstractions, TCP state transition diagrams, sliding-window flow
control, congestion avoidance algorithms (Tahoe, Reno, CUBIC), DNS resolution mechanics, and HTTP protocol
evolution.

e Tanenbaum, A. S., Wetherall, D. J., & Feamster, N. (2021). Computer Networks (6th ed.). Pearson.
Canonical academic reference for the 7-Layer OSI reference model, formal PDU/SDU encapsulation taxonomy, framing
algorithms, Hamming/CRC error-detection mathematics, and medium access sublayer protocols.

e Stevens, W. R., & Fall, K. R. (2011). TCP/IP lllustrated, Volume 1: The Protocols (2nd ed.). Addison-
Wesley Professional.

Definitive systems-programming guide for raw binary wire layouts, bitfield header offsets, IP fragmentation flags, TCP
options parsing, and BSD socket diagnostic tools.

e CSCI 250: Computer Networks Curriculum. University Course Syllabus, Lecture Modules (Chapters 1—
4), and Laboratory Practicums (Lab A5).

Curricular alignment source for IPv4 subnetting matrices, EUI-64 MAC-to-IPv6 derivation procedures, command-line

diagnostic toolchains (ping, traceroute, netstat, arp, dig), and exam review question banks.



Authoritative IETF RFC & IEEE Engineering Standards

Standard

RFC 9114

RFC 7540

RFC 9110/
2616

RFC 1034 /
1035

RFC 2131

RFC 5321

RFC 3501/
9051

RFC 4251/
4253

RFC 8446

ITU-T X.680 /
X.690

Layer

Layer

Layer

Layer

Layer

Layer

Layer

Layer

Layer

Layer

Layer

Body

IETF

IETF

IETF

IETF

IETF

IETF

IETF

IETF

IETF

ITU-T/1SO

Title | Scope

HTTP/3 over QUIC

Hypertext Transfer Protocol Version 2
(HTTP/2)

HTTP/1.1 Semantics & Wire Framing

Domain Names — Concepts &
Implementation

Dynamic Host Configuration Protocol
(DHCP)

Simple Mail Transfer Protocol (SMTP)

Internet Message Access Protocol
(IMAP4rev2)

The Secure Shell (SSH) Protocol
Architecture

The Transport Layer Security (TLS)
Protocol v1.3

ASN.1 Specification & BER/DER
Encoding Rules

Technical Relevance to Suite

Defines multiplexed web transport
over UDP, eliminating Head-of-Line
blocking; referenced in Layer 7
Explorer & Inspector.

Specifies binary framing layers,
stream prioritization, and HPACK
header compression.

Standardizes HTTP
request/response methods, status
codes, chunked transfer encodings,
and persistent keep-alive
connections.

Specifies hierarchical DNS
namespace, RR formats (A, AAAA,
MX, CNAME, NS), and UDP/TCP
port 53 query/response structures.

Governs the 4-way DORA
bootstrap state machine (Discover,
Offer, Request, Acknowledge) over
UDP ports 67/68.

Defines store-and-forward email
relaying, HELO/EHLO handshakes,
MAIL FROM/RCPT TO envelopes
over TCP port 25/587.

Governs bi-directional remote
mailbox synchronization, persistent
folder states, and message flags
over TCP port 143/993.

Specifies encrypted transport layer
protocol, key exchange, server
authentication, and interactive
remote shell execution over TCP
port 22.

Eliminates obsolete ciphers;
standardizes 1-RTT handshake,
encrypted SNI, and record-layer
AEAD encapsulation (AES-GCM,
ChaCha20-Poly1305).

Defines abstract data syntax
serialization rules used for X.509
digital certificates and
cryptographic signatures.



Standard

RFC 4506

RFC 8259

RFC 1928

RFC 1831/

5531

RFC 3261

RFC 9293

RFC 768

RFC 9000

RFC 791/
8200

RFC 792 |
4443

Layer

Layer

Layer

Layer

Layer

Layer

Layer

Layer

Layer

Layer

Layer

Body

IETF

IETF

IETF

IETF

IETF

IETF

IETF

IETF

IETF

IETF

Title | Scope

XDR: External Data Representation
Standard

The JavaScript Object Notation
(JSON) Data Format

SOCKS Protocol Version 5

RPC: Remote Procedure Call
Protocol Specification

SIP: Session Initiation Protocol

Transmission Control Protocol (TCP)

User Datagram Protocol (UDP)

QUIC: A UDP-Based Multiplexed
Secure Transport

Internet Protocol (IPv4 / IPv6
Specifications)

Internet Control Message Protocol
(ICMPv4 | ICMPV6)

Technical Relevance to Suite

Canonical standard for machine-
independent data serialization
across heterogeneous
architectures (Sun RPC, NFS).

Ubiquitous text-based serialization
standard for modern RESTful web
APIs and microservices.

Framework for client-server proxy
authentication and generic session
relaying across network firewalls.

Governs session synchronization,
transaction IDs (XID),
authentication handshakes, and
remote service dispatching.

Application/session signaling
protocol for creating, modifying,
and terminating multimedia
sessions (VolIP, video
conferencing).

Supersedes RFC 793; formalizes
3-way handshake state machine
(SYN, SYN-ACK, ACK),
sequence/acknowledgment
numbers, sliding windows, and
graceful FIN closure.

Defines connectionless, lightweight
8-byte datagram transport with
optional 16-bit one's complement
checksum.

Underlying transport protocol for
HTTP/3, integrating TLS 1.3
encryption directly into stream
multiplexing over UDP.

Establishes global logical
addressing, 32-bit and 128-bit
header layouts, TTL/Hop Limit
decrement, and packet routing
across autonomous systems.

Provides network diagnostic
signaling (Type 8/0 Echo, Type 11
Time Exceeded, Type 3 Destination
Unreachable); core basis for

ping and traceroute .



Standard

RFC 1918/
3927

RFC 4291

IEEE 802.3

IEEE 802.1Q

ANSIITIA-
568-D

Layer

Layer

Layer

Layer

Layer

Layer

Body

IETF

IETF

IEEE

IEEE

ANSI/ TIA

Title | Scope

Private Address Allocation & IPv4
Link-Local (APIPA)

IP Version 6 Addressing Architecture
(EUI-64)

Ethernet Framing & Frame Check
Sequence (FCS)

Virtual Bridged Local Area Networks
(VLAN Tagging)

Commercial Building
Telecommunications Cabling

Technical Relevance to Suite

Defines non-routable private
ranges (10.0.0.0/8, 172.16.0.0/12,
192.168.0.0/16) and self-assigned
fallback addressing
(169.254.0.0/16).

Formulates the deterministic
derivation of 64-bit Interface IDs
from 48-bit IEEE MAC addresses
via OXFFFE insertion and
universal/local bit flipping.

Standardizes the 14-byte Ethernet
Il header, Preamble/SFD, 48-bit
MAC addresses, and the hardware-
calculated 32-bit CRC-32 trailer.

Defines 4-byte 802.1Q header
insertion (TPID 0x8100, Priority,
Drop Eligible, 12-bit VLAN ID) for
network traffic segmentation.

Standardizes pinout assignments
for twisted-pair copper cabling
(T568A vs. T568B pin
configurations for RJ-45
terminations).



